New login in IMP-Direct (SSO)
Webinar on 18. April 2024




Webinar: New login in IMP-Direct (SSO) — Agenda

KRITIS

o
=

(@)
N

Two-step login with email address

o
w

Changes in the user administration

Basic information

Schedule

@)
ol

o

Questions

DA Ko SY Webinar: New login and SSO in IMP-Direct 18. April 2024 2



KRITIS

» BSI evaluates IMP as part of a critical infrastructure
» Operators of critical infrastructures must fulfil minimum requirements for protection
» With effects on

o Technical infrastructure

o Software development process

o Actuality of tools and libraries

o Safety requirements
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KRITIS

Y

Periodic system updates, partly with interruptions:
Wednesdays between 06:00 - 06:15 a.m.

(Update of all surface components)
(Changeover to keycloak)
Two-stage login

Password rules

V V. VYV V VY

DAKOSY-wide SSO, Single Sign-on (rolled out successively, please note
announcements per application)

Y

User administration

DA Ko SY Webinar: New login and SSO in IMP-Direct 18.April 2024 4



Webinar: New login in IMP-Direct — Agenda

KRITIS

(=Y

(@)
N

o o
& w

Two-step login with email address

Changes in the user administration

Basic information

o

Schedule

@)
ol

Questions

DA Ko SY Webinar: New login and SSO in IMP-Direct 18. April 2024 5



Two-step login with email address

IMP

IMPORT MANAGEMENT PLATFORM

This application is restricted to authorized users only. If you
are interested in an account, please get in touch with:
Phone: 040 /37 0032 -0

Email: info@dakosy.de

Participant code: |PSU1 |

User: |username |
DAKOSY * Bundesministerium  promoted by the Federal Password: [sesessesss ]
filr Wirtschaft
und Technologie

Ministry of Economics and
Technology {BMWI) {research
project 198G 0084 ISETEC /
LPM).

DAKOSY
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Two-step login with email address
Step 1: DAKOSY participant code

IMP ..

IMPORT MANAGEMENT PLATFORM

Bundesministerium 5 Promoted by the Federal

fur Wirtschaft Ministry of Economic Affairs and [

.« Climate Action (BMWK)
(research project 198G 008A
ISETEC / LPM).

und Klimaschutz

DAKOSY
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Two-step login with email address

Schritt 2: email address and password

IMP .

IMPORT MANAGEMENT PLATFORM

Sign in to your account
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Changes in the user administration

» User name omitted
» New field: notification email
» Difference:
» User email address for login, administrative tasks like password forgotten etc.

> Notification address for application functions (manifest, import operation
instruction or else)

» Change of password via separate link
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Changes in the user administration

Edit user: by Menu ,Administration*

User details | Roles

Own data: ,Settings®

For administrators:
Username/-email: * — Create user
First name: = |Peter | — User list -> Edit
Last name: = |J-::-hn5|:|n |
Phone number: | |
Motifications e-mail: * |peter.jDhnson@testcnmpany.com |
Password change: D@\

| Save || Cancel | Generates an email to

change the password
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Changes in the user administration

!" DAKOSY SSO: Update Your Account

noreply A~ I

Rl

Your administrator has just requested that vou update your "DAKOSY Datenkommunikationssystem AG" (DAKOSY) account by performing the
following action(s): Update Password. Click on the link below to start this process.

Link to account update

This link will expire within 12 hours.

If vou are unaware that your administrator has requested this, just ignore this message and nothing will be changed.
DAKOSY Datenkommunikationssystem AG

Mattentwiete 2, 20457 Hamburg

http://www.dakosv.de
Phone +49 40 378 609 90
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Changes in the user administration

DAKOSY DATENKOMMUNIKATIONSSYSTEM AG

English v

Perform the following action(s)

owing action(s): Update Password
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Changes in the user administration

DAKOSY DATENKOMMUNIKATIONSSYSTEM AG

English v

Update password

cccccccc

DAKOSY DATENKOMMUNIKATIONSSYSTEM AG

English v

Your account has been updated.
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User administration

» auser is only migrated if
— the user e-mail address has been entered and
— the e-mail address is unique!

» Password must be assigned to users who do not yet have an SSO account. A link for
the change is generated automatically.

» Users with an existing SSO account will receive an email to confirm the process.
» Current SSO applications: FLINK, EMP, eDec, ICS, VIP

» Current user name will no longer be used in future
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Changes in the user administration

Create user:

fa Create user: fa

User details

Username: =

First name: *

Last name: =

Phone number:
Email: =

Send notifications to:
Password:

Password confirm:

Roles Additional settings Roles Additional settings
| muellery Username: = | muellery |
|‘..fera First name: * |\.l'era |
| Mueller Last name: = | Mueller |
| 040 12345 Phone number: | 040 12345 |
|Seafl'eight@testcompany.com| X Email: * |vera.rnuelIer@testccmpanv.com |
|
|
|

Send notifications to: seafreight@testcompany.com

| Password: |

Password confirm:

DAKOSY

Email address must be unique for future login!
Notification address (import operation instruction, manifest) does not
have to be unique
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Changes in the user administration

DAKOSY SSO0: Aktualisieren Sie Thr Konto

~ Von | noreply@dakosy.de &

Ihr Administrator hat Sie aufgefordert Thren Account "DAKOSY Datenkommunikationssystem AG™ (DAKOSY) zu
aktualisieren. Klicken Sie auf den unten stehenden Link um den Prozess zu starten.

Link zum Account-Update

Die Giltigkeit des Links wird in 720 Minuten verfallen.

Sollten Sie sich dieser Aufforderung nicht bewusst sein, ignorieren Sie (U SYN'¢e IV AT NI AN L LNV eN i I S 233V Y
unverandert.

DAKOSY Datenkommunikationssystem AG
Mattentwiete 2, 20457 Hamburg English v

http://www.dakosy.de Perform the following action(s)
Telefon + 49 40 378 509 20

Perform the fallowing action(s): Update Password

» Click here to proceed
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Changes in the user administration

DAKOSY DATENKOMMUNIKATIONSSYSTEM AG

English v

Update password

cccccccc

DAKOSY DATENKOMMUNIKATIONSSYSTEM AG

English v

Your account has been updated.
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Changes in the user administration

DAKOSY SSO: Aktualisieren Sie Ihr Konto

~ Von!| noreply@dakosy.de &

Ihr Administrator hat Sie aufgefordert Thren Account "DAKOSY Datenkommunikationssystem AG™ (DAKOSY) zu
aktualisieren. Klicken Sie auf den unten stehenden Link um den Prozess zu starten.

Link zum Account-Update

Die Gultigkeit des Links wird in 720 Minuten verfallen.

Sollten Sie sich dieser Aufforderung nicht bewusst sein, ignorieren Sie diese Nachricht und Thr Account bleibt
unverandert.

DAKOSY Datenkommunikationssystem AG
Mattentwiste 2, 20457 Hamburg

http: /fwww.dakosy.de
Telefon + 49 40 378 609 90

DAKOSY
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Changes in the user administration

DAKOSY DATENKOMMUNIKATIONSSYSTEM AG

chv

Deuts

Flhren Sie die folgende(n) Aktion(en)
aus

Fai

hren Sie die folgende(n) Aktion(en) aus: E-Mail-Adresse verifizieren

» Klicken Sie hier um fortzufahren

DAKOSY DATENKOMMUNIKATIONSSYSTEM AG

ch v

Deuts

Ihr Benutzerkonto wurde aktualisiert.
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Basic information

Rules apply for all applications at DAKOSY with SSO
Password must be changed after 90 days

Not recently used -> the last 5 passwords may not be reused
Email address is not permitted as password

At least 10 characters long

YV V V VYV VY V

Must at least contain: 1 special character, 1 number/digit, 1 upper case and 1 lower
case letter
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Basic information

Forgotten password

IMP.__

IMPORT MANAGEMENT PLATFORM

English v

Sign in to your account

Email

DAKOSY

IMP.__

IMPORT MANAGEMENT PLATFORM

English v

Forgot Your Password?
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Basic information

Forgotten password: Email

IMP/..__

IMPORT MANAGEMENT PLATFORM

Engiish v

-\

Sign in to your account

2 AR

DAKOSY SSO. Resel password,
© You should receive an email shortly with further l noreply An: _
inszructions.

Email

v Someone just requested to change your "DAKOSY Datenkommunikationssystem AG" (DAKOSY) account's credentials. If this was yvou, click on
schwanke@dakosy.de

the link below to reset them.
Password
Link to reset credentials

This link will expire within 5 minutes.

If you don't want to reset your credentials, just ignore this message and nothing will be changed.

DAKOSY Datenkommunikationssystem AG
Mattentwiete 2, 20457 Hamburg
http://www.dakosy.de

Phone + 49 40 378 609 90

DAKOSY
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Basic information

Forgotten password: Entry of new password

IMP.__

IMPORT MANAGEMENT PLATFORM

Update password

A You need to change your password.

AR W\ WL

New Password

oo penort I M I Aé i

IMPORT MANAGEMENT PLATFORM

= Deutsch v
Submit

Ihr Benutzerkonto wurde aktualisiert.

4

e — |

DAKOSY
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Schedule

» CW 17: Test run in integration section (without email to test user)
AL Leseneetee DO OF D00/ chemciocuop iy ool cooroion
» Date postponed to May, taking other system changeovers into account

> Final date and time will be communicated via newsletter and news ticker in IMP-
Direct

» Confirmed Go Live: 29.05.2024
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DAKOSY Datenkommunikationssystem AG, Mattentwiete 2, 20457 Hamburg
Telefon: +49 40 37003-0, E-Mail: info@dakosy.de, Internet: www.dakosy.de
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