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New login in IMP-Direct (SSO)

Webinar on 18. April 2024
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Background information on the changeover

KRITIS

➢ BSI evaluates IMP as part of a critical infrastructure

➢ Operators of critical infrastructures must fulfil minimum requirements for protection

➢ With effects on

o Technical infrastructure

o Software development process

o Actuality of tools and libraries

o Safety requirements
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Visible effects

KRITIS

➢ Periodic system updates, partly with interruptions:

Wednesdays between 06:00 - 06:15 a.m.

➢ (Update of all surface components)

➢ (Changeover to keycloak)

➢ Two-stage login

➢ Password rules

➢ DAKOSY-wide SSO, Single Sign-on (rolled out successively, please note

announcements per application)

➢ User administration
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Today: All entry fields in one mask

Two-step login with email address
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Step 1: DAKOSY participant code

Two-step login with email address
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Schritt 2: email address and password

Two-step login with email address
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Summary

Changes in the user administration

➢ User name omitted

➢ New field: notification email

➢ Difference:

➢ User email address for login, administrative tasks like password forgotten etc. 

➢ Notification address for application functions (manifest, import operation

instruction or else) 

➢ Change of password via separate link
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Detailed information about the user

Changes in the user administration

Menu „Administration“

Own data: „Settings“

For administrators:

− Create user

− User list -> Edit

Generates an email to

change the password
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Change of password: email to user

Changes in the user administration
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Change of password: Message after clicking the link

Changes in the user administration
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Change of password: Dialogue to change the password

Changes in the user administration
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User Migration

User administration

➢ a user is only migrated if

− the user e-mail address has been entered and

− the e-mail address is unique!

➢ Password must be assigned to users who do not yet have an SSO account. A link for 

the change is generated automatically.

➢ Users with an existing SSO account will receive an email to confirm the process.

➢ Current SSO applications: FLINK, EMP, eDec, ICS, VIP

➢ Current user name will no longer be used in future



Webinar: New login and SSO in IMP-Direct 1618. April 2024

User migration / Preparation in the „old“ application

Changes in the user administration

 ✓

✓

➢ Email address must be unique for future login!

➢ Notification address (import operation instruction, manifest) does not 

have to be unique
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User migration / new user: Notification via mail + called link

Changes in the user administration
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User migration / new user: Entry of password

Changes in the user administration



Webinar: New login and SSO in IMP-Direct 1918. April 2024

User migration / existing user: Notification email

Changes in the user administration
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User migration / existing user: Verification and confirmation

Changes in the user administration



Webinar: New login and SSO in IMP-Direct 2118. April 2024

Webinar: New login in IMP-Direct – Agenda

01 KRITIS

02 Two-step login with email address

03 Changes in the user administration

04 Basic information

05 Schedule

06 Questions



Webinar: New login and SSO in IMP-Direct 2218. April 2024

Rules for the new password

Basic information

➢ Rules apply for all applications at DAKOSY with SSO

➢ Password must be changed after 90 days

➢ Not recently used -> the last 5 passwords may not be reused

➢ Email address is not permitted as password

➢ At least 10 characters long

➢ Must at least contain: 1 special character, 1 number/digit, 1 upper case and 1 lower

case letter
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Forgotten password

Basic information
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Forgotten password: Email

Basic information
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Forgotten password: Entry of new password

Basic information
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Dates for user migration

Schedule

➢ CW 17: Test run in integration section (without email to test user)

➢ CW 22 / expected 22.05.2024: changeover in real operation

➢ Date postponed to May, taking other system changeovers into account

➢ Final date and time will be communicated via newsletter and news ticker in IMP-

Direct

➢ Confirmed Go Live: 29.05.2024
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DAKOSY Datenkommunikationssystem AG, Mattentwiete 2, 20457 Hamburg

Telefon: +49 40 37003-0, E-Mail: info@dakosy.de, Internet: www.dakosy.de


